To Install the ENROL Security Certificate, please do the following:

1. Go to http://dodpki.c3pki.chamb.disa.mil/rootca.html

DoD Class 3 PKI
Download Root CA Certificate

Instructions for downloading the certificate for the Root Certificate Authority (CA).
Save the file to your local machine.

. Right click on the saved file and select Open.

Expand down and click on Certificates. For each certificate listed double click on the certificate.

. At the Certificate window click the Install Certificate button.

. Click next in the Certificate Import Wizard. select "Place all certificates in the following store” and click Browse. If this is a Root Certificate select
"Trusted Root Certification Authorities” or if it is a Intermediate CA Certificate select "Intermediate Certification Authorities” and click ok. Click
next and click finish.
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After reading the above instructions, click on Download Class 3 Root CA Certificate.

Then, using the same instructions, click on Download Root CA 2 Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA Certificate.

Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA 2 Certificate.

If you need to trust certificates from any of the retired Root Certification or Intermediate Certification Authorities for any reason click here .

You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only. By using this IS (which includes any device attached to this IS), you consent to the follewing conditions: - The USG

routinely intercepts and monitors communications on this IS for purposes inchading, but not limited to, p testing, COMSEC monitoring, network op and defense, personnel duct (PM), law (LE), and
counterintelligence (CT) investigations. - At any time, the USG may inspect and seize data stored on this IS. - Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search,
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2. Click “Download Root CA 2 Certificate.”

nad E|

Do you want to open or save thiz file?

File D

Ez Mame: rel3_dodroot_2048.p7h
| Type: PKCS #7 Certificates, 43.2KB

From: dodpki.c3pki.chamb.disa.mil

Open ][ Save ]| Cancel |

Always azk before opening this twpe of file

harm pour computer. If you do not tragt the zource, do not open or

|a| While files from the Intermet can be uzeful, zome files can potentially
L,
E zave thiz file. What's the rigk?

3. Click Open. The below screen will display:



B Certificates [Z]

File Action  Yew Help

mRR @

Cettificates - Current User Lagical Stare Mame
(1 CHDOCUMENTS AND SETTINGS' | (1 C.\DOCUMENTS AND SETTINGS|SLISAN,LORDYLOCAL SETTINGS| TEMPORARY TNTER

|A
|
|A
|

4. Click the plus sign to open the “C:\Documents and Settings...” folder.




B Certificates

File Action  Yew Help
EalRE N2

@ Certificates - Current User Logical Stare Mame

=-03 %DOC”FMENTS AND SETTINGS | ") C.\DOCUMENTS AND SETTINGS\SUSAN.LORDILOCAL SETTINGS\TEMPORARY INTER
Certificates
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|
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5. Click “Certificates.”



B Certificates

File  Action Vew Help
& BB
EP Certificates - Current Liser Issued To Issued By Expiration Date
=+ CADOCUMENTS AND SETTINGS' | [E)pop EMALL Ca-14 DoDRoot CAZ  1/8/2012
DOD EMAIL CA-15 Dol Rook CA 2 Bl14/2012
DOD EMAIL CA-16 Dol Rook CA 2 af14/2012
DOD EMAIL CA-17 Dol Rook CA 2 a/14/2012
DOD EMAIL Ca-18 DoD Rook CA 2 Bf14/2012
DOD EMAIL Ca-19 DoD Rook CA 2 412312014
DOD EMAIL Ca-20 Dol Rook CA 2 412312014
DOD EMAIL CA-21 Dol Rook CA 2 1/25/2015
DOD EMAIL CA-22 Dol Rook CA 2 1/25/2015
DOD EMAIL Ca-23 Dol Rook CA 2 1/25/2015
DOD EMAIL Ca-24 DoD Rook CA 2 112512015
DOD EMAIL Ca-25 Dol Rook CA 2 1114/2016
DOD EMAIL CA-26 Dol Rook CA 2 1j14f2016
EoaD Intermediate Ca-1 Dol Rook CA 2 2i4f2018
ElooD intermediate ca-2 Dol Rook CA 2 5I72018
DDD Rook CA 2 DoD Rook CA 2 12512029
DDD Roob Ca 2 Dol Rook CA 2 121512029 —
“
4 ) %)@ | >
CHADOCUMENTS AMD SETTINGSSUSAM. LORDLOCAL SETTIMNGS TEMPORARY INTERRK

6. Scroll to the bottom of the list and you will see “DoD Root CA2.” Double click
this certificate.



Certificate

General |Details Certification Path

—:1 Certificate Information

This certificate is intended for the following purpose(s):

* 0l issuance policies
* 0| application policies

Issued to: Dol Rook CA 2

Issued by: DoD Rook CA 2

valid from 12/13/2004 to 12/5/2029

Issuer Staterment

7. Click Install Certificate.



Certificate Import Wizard @

Welcome to the Certificate Import

Wizard

This wizard helps wou copy certificates, certificate trust
lists, and certificate revocation lisks from wour disk to a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used ko prokect data or to establish secure netwaork,
connections, & certificate stare is the syskem area where
certificates are kept,

To conkinue, click Mext,

uext:b |[ Cancel

8. Click Next.

Certificate Import Wizard @

Certificate Store
Certificate staores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

{(®)inutomatically select the certificate skore based on the kvpe of certificate!

(") Place all certificates in the following store

< Back. ” Mexk = ][ Cancel




9. Select “Automatically select the certificate stored based on the type of certificate”
and click Next.

Certificate Import Wizard @

Completing the Certificate Import

Wizard

‘fou have successfully completed the Certificate Import
wizard,
‘fou have specified the Following settings:

Certificate Store Selected  Automatically determined by E
Content Certificate

< Back. ” Finish l[ Cancel

10. Click Finish.

Certificate Import Wizard @

L]
\!}) The import was successFul,

11. Click OK.



Certificate

General |Details Certification Path

—:1 Certificate Information

This certificate is intended for the following purpose(s):

* 0l issuance policies
* 0| application policies

Issued to: Dol Rook CA 2

Issued by: DoD Rook CA 2

valid from 12/13/2004 to 12/5/2029

Issuer Staterment

Install Certificate. . .|

12. Click OK.
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File Action  Yew Help
4= | B
EP Certificates - Current Liser Issued To Issued By Expiration Date s
= CDOCUMENTS AND SETTINGS' | [E)pop EMALL Ca-14 DoDRoot CAZ  1/8/2012
3 Cortificates EooD EMalL ca-15 DoD Rook CA 2 Bf14/2012
ElooD EMalL ca-16 DoD Rook CA 2 Bf14/2012
Eloop EMalL ca-17 DoD Rook CA 2 Bf14/2012
Eloop EmMaLL ca-18 DoD Rook CA 2 Bf14/2012
Eloop EmMaLL ca-19 DoD Rook A2 4232014
Eloon emMalL ca-zo DoD Rock CA 2 4(23/2014
Eloop EmalL ca-z1 DoD Rook CA 2 10252015
Eloop EmalL ca-z2 DoD Rook CA 2 1/25/2015
Eloop EMaLL ca-23 DoD Rook CA 2 125/2015
Eloon EmMalL ca-z4 DoD Rook CA 2 1/25/2015
Eloop EmMalL ca-zs DoD Rook CA 2 1/14/2016
Eoop EmalL ca-26 DoD Rock CA 2 1/14/2016
EoaD Intermediate Ca-1 Dol Rook CA 2 2i4f2018
ElooD intermediate ca-2 Dol Rook CA 2 5I72018
Elpab Root ca 2 DoD Rook CA 2 125202
Dol R g _
b
25 | £ | A8 ?
CA\DOCUMENTS AND SETTINGS\SUSAN, LORDILOCAL SETTINGS|TEMPORARY INTERR

13. Click the red X to close the Certificates window.

14. You should now be able to access ENROL.



